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DETAILED ACTION 

Response to Arguments 

1. Applicant's arguments with respect to claims 1-5,7,10-16,19-21,24,26-32, and 
35-37 have been considered but are moot in view of the new ground(s) of rejection. 

Claim Rejections « 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1,2,4,7,8,10-16,19,20,24,26-32, and 35-37 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Burns et al, U.S. Patent 6,405,315 in view of Ross et 
al, U.S. Patent 5,553,139. 

As per claims 1 and 19, the teachings of Burns et al disclose of a method and 
system for transferring data between a client (computer) and a storage device which are 
both connected across a network. The data is encrypted by a client (computer) and 
then transmitted across a network to the storage device where it is then stored on the 
storage device (col. 3, lines 10-24). The examiner is interpreting the storage device of 
Burns et al to be that of non-volatile since non-volatile is used for storing data that does 
not lose the data when power is removed from the device. The teachings of Burns et al 
disclose of retrieving the encrypted data from the storage device and transmitting the 
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encrypted data to the client (computer)(col. 3, lines 25-47), however the teachings of 
Burns et al fail to disclose of a storage device encrypting the retrieved with a 
predetermined key to produce twice encrypted data. It is disclosed by Ross et al of a 
extraction agent (storage device) encrypting the retrieved with a predetermined key to 
produce twice encrypted data (col. 3, lines 17-21 & 35-40). It would have been obvious 
to a person of ordinary skill in the art at the time of the invention to have been motivated 
to encrypt data twice to further enhance protection. The teachings of Ross et al recite 
of motivational benefits for encrypting data twice by disclosing that licenses are 
protected by disabling them while in transit to an extraction agent (col. 2, lines 8-12 and 
col. 4, lines 55-57). It is obvious that the teachings of Burns et al would have been 
further enhanced by doubly encrypting content retrieved from a storage device as is 
disclosed by Ross et al as a means of further protecting data by disabling the content 
while it is being transferred. 

As per claims 2 and 20, it is disclosed by Burns et al that a header is created 
containing the destination information pertaining to the storage device and transmitting 
the encrypted data with the header (col. 6, lines 21-33 & 38-41). 

As per claim 4, the teachings of Burns et al disclose of the use of a header used 
in a network protocol such as an Ethernet (col. 6, lines 21-33 & 38-41) and it is 
interpreted by the examiner that the header is removed prior to storing the encrypted 
data on the storage device because a feature of protocols is to contain information that 
is appended to the contents, or packets, such as destination and source address, error 
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checking codes so that the information is properly received and various other fields and 
upon acceptance, that information is then discarded. 

As per claim 7, the teachings of Burns et al disclose of receiving the encrypted 
data at the client (computer) and decrypting the received encrypted data (col. 3, lines 
16-20). 

As per claim 24, Burns et al disclose of transmitting the encrypted data to the 
client (computer) with a header that provides routing information pertaining to the client 
(computer)(col. 6, lines 21-33 & 38-41). 

As per claims 10 and 26, Ross et al discloses of twice decrypting the twice 
decrypted data (col. 3, lines 17-22 and col. 7, lines 23-31 ). The teachings of Ross et al 
are relied upon for the use of twice encrypting data, please refer above for the 
motivational benefits of applying the teachings of Ross to the teachings of Burns. 

As per claims 1 1 and 27, the teachings of Burns et al disclose of a method and 
system for transferring data between a client (computer) and a storage device which are 
both connected across a network. The encrypted data is retrieved from the storage 
device and transmitted across the network from the storage device to the client 
(computer). The encrypted data is received by the client (computer) and then is 
decrypted (col. 3, lines 10-24 & 25-47). The examiner is interpreting the storage device 
of Burns et al to be that of non-volatile since non-volatile is used for storing data that 
does not lose the data when power is removed from the device. The teachings of Burns 
et al disclose of retrieving the encrypted data from the storage device and transmitting 
the encrypted data to the client (computer)(col. 3, lines 25-47), however the teachings of 
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Burns et al fail to disclose of a storage device encrypting the retrieved with a 
predetermined key to produce twice encrypted data. It is disclosed by Ross et al of a 
extraction agent (storage device) encrypting the retrieved with a predetermined key to 
produce twice encrypted data which is accordingly decrypted to recover the data (col. 3, 
lines 17-22 & 35-40 and col. 7, lines 23-31). It would have been obvious to a person of 
ordinary skill in the art at the time of the invention to have been motivated to encrypt 
data twice to further enhance protection. The teachings of Ross et al recite of 
motivational benefits for encrypting data twice by disclosing that licenses are protected 
by disabling them while in transit to an extraction agent (col. 2, lines 8-12 and col. 4, 
lines 55-57). It is obvious that the teachings of Burns et al would have been further 
enhanced by doubly encrypting content retrieved from a storage device as is disclosed 
by Ross et al as a means of further protecting data by disabling the content while it is 
being transferred. 

As per claims 12 and 28, Burns et al disclose of transmitting the encrypted data 
to the client (computer) with a header that provides routing information pertaining to the 
client (computer)(col. 6, lines 21-33 & 38-41). The teachings of Ross et al are relied 
upon for the use of twice encrypting data, please refer above for the motivational 
benefits of applying the teachings of Ross to the teachings of Burns. 

As per claims 13 and 29, the teachings of Burns et al disclose of receiving the 
encrypted data at the client (computer) and decrypting the received encrypted data (col. 
3, lines 16-20). The teachings of Burns et al disclose of the use of a header used in a 
network protocol such as an Ethernet (col. 6, lines 21-33 & 38-41) and it is interpreted 
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by the examiner that the header is removed prior to storing the encrypted data on the 
storage device because a feature of protocols is to contain information that is appended 
to the contents, or packets, such as destination and source address, error checking 
codes so that the information is properly received and various other fields and upon 
acceptance, that information is then discarded. The teachings of Ross et al are relied 
upon for the use of twice encrypting data, please refer above for the motivational 
benefits of applying the teachings of Ross to the teachings of Burns. 

As per claims 14 and 30, Burns et al discloses of the data is encrypted by a client 
(computer) and then transmitted across a network to the storage device where it is then 
stored on the storage device (col. 3, lines 10-24). 

As per claims 15 and 31, it is disclosed by Burns et al that a header is created 
containing the destination information pertaining to the storage device and transmitting 
the encrypted data with the header (col. 6, lines 21-33 & 38-41). 

As per claims 16 and 32, the teachings of Burns et al disclose of the use of a 
header used in a network protocol such as an Ethernet (col. 6, lines 21-33 & 38-41 ) and 
it is interpreted by the examiner that the header is removed prior to storing the 
encrypted data on the storage device because a feature of protocols is to contain 
information that is appended to the contents, or packets, such as destination and source 
address, error checking codes so that the information is properly received and various 
other fields and upon acceptance, that information is then discarded. 

As per claim 35, the teachings of Burns et al disclose of a method for transferring 
data between a client (computer) and a storage device which are both connected 
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across a network. The client initiates a command for data and it is then encrypted by a 
client (computer) for transmission across a network to the storage device where it is 
then stored on the storage device (col. 3, lines 10-25). The examiner is interpreting the 
storage device of Burns et al to be that of non-volatile since non-volatile is used for 
storing data that does not lose the data when power is removed from the device. The 
teachings of Burns et al disclose of retrieving the encrypted data from the storage 
device and transmitting the encrypted data to the client (computer)(col. 3, lines 25-47), 
however the teachings of Burns et al fail to disclose of a storage device encrypting the 
retrieved with a predetermined key to produce twice encrypted data. It is disclosed by 
Ross et al of a extraction agent (storage device) encrypting the retrieved with a 
predetermined key to produce twice encrypted data (col. 3, lines 17-21 & 35-40). It 
would have been obvious to a person of ordinary skill in the art at the time of the 
invention to have been motivated to encrypt data twice to further enhance protection. 
The teachings of Ross et al recite of motivational benefits for encrypting data twice by 
disclosing that licenses are protected by disabling them while in transit to an extraction 
agent (col. 2, lines 8-12 and col. 4, lines 55-57). It is obvious that the teachings of 
Burns et al would have been further enhanced by doubly encrypting content retrieved 
from a storage device as is disclosed by Ross et al as a means of further protecting 
data by disabling the content while it is being transferred. 

As per claim 36, it is disclosed by Burns et al of encrypting data by a client 
(computer) with a (dynamically generated session) key for transmission across a 
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network to the storage device where it is then stored on the storage device (col. 3, lines 
10-25 & 35-39). 

As per claim 37, the teachings of Burns et al disclose of receiving the encrypted 
data at the client (computer) and decrypting the received encrypted data with a 
(dynamically generated session) key (col. 3, lines 16-20 & 35-39). The teachings of 
Ross et al are relied upon for the use of twice encrypting data, please refer above for 
the motivational benefits of applying the teachings of Ross to the teachings of Burns. 

4. Claims 3,5, and 21 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Burns et al, U.S. Patent 6,405,315 in view of Ross et al, U.S. Patent 5,553,139 in 
further view of Collins et al, U.S. Patent 6,378,072. 

As per claims 3,5, and 21 , the teachings of Burns et al discloses of a header that 
is created containing the destination information pertaining to the storage device and 
transmitting the encrypted data with the header (col. 6, lines 21-33 & 38-41). The 
teachings of Burns et al and Ross et al are silent in disclosing of the header containing 
cryptographic metrics for the data and using the cryptographic metrics to validate the 
integrity/authenticity of the data prior to taking action on the data. The teachings of 
Collins et al disclose of header containing a digital signature (cryptographic metrics) for 
the data and using the digital signature (cryptographic metrics) to validate the 
integrity/authenticity of the data prior to taking action on the data (col. 2, lines 48-52 & 
60-64). It would have been obvious to a person of ordinary skill in the art at the time of 
the invention to have been motivated to apply means to check for the integrity and 
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authenticity of data items. Collins et al recites motivation for the use of digital 
signatures by disclosing that application programs can't be maliciously altered or 
changed with fraudulent programs (col. 3, lines 8-9). The teachings of Burns et al are 
concerned with securely storing data on network storage devices and it is obvious that 
the teachings of Collins et al offer further measures to ensure the secure storage of data 
by using digital signatures to ensure the integrity and authenticity of the data. 

Conclusion 

5. Applicants amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 
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6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christopher A. Revak whose telephone number is 571- 
272-3794. The examiner can normally be reached on Monday-Friday, 6:30am-3:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Christopher Revak 
Primary Examiner 
AU2131 ^ 
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